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I. Course Description: CSC 580: Selected Topics in Computer Science: Intrusion and Anomaly
Detection

This course covers important issues in the detection of intrusions and anomalies. Topics covered
include intrusion detection systems, intrusion prevention systems and anomaly and misuse
detection on hosts and networks. A variety of tools, techniques, and methodologies for monitoring
computer systems and networks will be discussed. Students will learn how to identify and respond
to computer system and network intrusions.

3s.h. 3 c.h. Prerequisite: None.
Il. Rationale

As computer and network utilization increases, so does the number of attempts to hack into the
networks and their computer systems. Unauthorized users are trying to affect the operation of these
systems and networks, steal data and crimple organizations. There has been an increase in identity
theft and international concern for governmental systems. It is important for computer science
professionals to understand the differences between normal and abnormal use and be able to
respond to anomalies.

I11. Course Objectives
Upon completion of the course the student will be able to:

Describe Intrusion Detection Systems (IDSs) and Intrusion Prevention Systems (IPSs).
Identify anomalies in computer systems and network traffic.

Explain the implementation details of intrusion detection systems and methodologies.
Analyze intrusion detection approaches and systems.

Develop techniques and tools to create intrusions.
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Implement intrusion detection practices and systems.

IV. Course Assessment

The course assessment will be a subset of tests, projects, papers, presentations, quizzes, homework,
team assignments and final exam.
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V. Course Outline

A. Network Protocols
a. Transport layer
b. Network layer

B. Security Overview
a. Threats
b. Vulnerabilities
c. Risks

C. Network Traffic Analysis

D. Network Security

a. Overview

b. Tools

c. Methodologies
E. Intrusions

a. Types

b. Identification

c. Tools

d. Detection

e. Penetration testing

F. Intrusion Detection Systems
a. Overview
b. Types
I. Host-Based
ii. Network-Based
iii. Signature Detection
iv. Anomaly Detection
c. Intrusion Prevention Systems
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