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Intrusion Detection

• Intrusion

• Intrusion Detection

• Intrusion Detection System (IDS)
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Intrusion Detection System

• Monitor network traffic

• Defense in Depth

• True positives

• True negatives

• False positives

• False negatives
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IDS Components

• Network sensors

• Alert systems

• Command console

• Response system

• Database
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IDS Categorizations

• Active vs. Passive

• Signature-based / Misuse Detection / Rule-based
• Anomaly detection

• Penetration identification

• Anomaly-based / Anomaly Detection

• Threshold detection

• Profile based
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Other Types of Detection

• Traffic rate monitoring

• Protocol state tracking

• IP packet reassembly
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Network-Based IDS Placement

• Just inside Firewall

• DMZ

• Server farm segment

• Segment with mainframe 

• Why are each of these good locations?
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Connect NIDS to Network

• Switch Port Analyzer (SPAN)

• Hubs with switches

• Taps with switches
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SPAN
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IDS using a Hub
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Types of NIDS

• Signature databases

• Port signature

• Header signature
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NIDS Responses

• TCP resets

• IP session logging

• Shunning / blocking
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Host-based IDS

• Audit log files

• Monitor file checksums

• Elementary NW-based signature 
techniques

• Intercept and evaluate requests for 
resources

• Monitor system processes
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Hybrid IDS

• Combine NIDS and HIDS

• Combine sensor locations

• Combine detection methods

• Distributed IDS (DIDS)
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Distributed IDS: Challenges

• Audit record formats

• Transmission of data among IDS nodes

• Centralized architecture

• Distributed architecture
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Incident Response

• IDS Monitoring Policy and Procedure 
• IDS Tuning

• Monitor logs and alerts

• Incident Response Plan
• Record necessary information

• Report incident

• Prosecution

• Recover
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Intrusion Prevention System

• Real-time

• BlackICE, 1998

• Snort
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