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Network Forensics

• “Unusual” Traffic

• “Normal” Traffic

• Gather network forensic evidence
• Proactive 

• Reactive

• Why is discovery and reconnaissance important?
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Types of Attacks

• Passwords

• Floods

• Ping sweeps / scans

• Port scans

• Denial of Service

• Spoofing / Poisoning

• Session hijacking

• Miscellaneous 
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Floods

• ICMP

• TCP

• Application

• SYN Flood
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Scans

•Purpose?

Spring 2015CSC580 - Frye 5



ARP Scan

• Used to find local hosts

• Why only local hosts?

• Response to ARP request
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ICMP Ping Scan

• Purpose?

• Protocol used?

• ICMP often blocked, why?

• How would you detect this type of attack?
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TCP Port Scans
• SYN Scan or TCP Half-Open or “Stealth” Scan

• TCP Full Connect Scan

• FIN Scan

• NULL Scan

• Xmas Scan

• ACK Scan

• UDP Port Scan

• Random back door scans

• Specific Trojan scans
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IP Scans

• IP Services
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nmap Scans

• Circumvent three-way handshake

• Purpose?
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Discover Routers

• Why common?

• ICMP
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Denial of Service Attacks

• Purpose?

• Ping of Death

• Land exploit

• Smurf DOS attack

• RPC Locator DOS attack
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Distribute DoS Attacks

• Handler machine

• Agents or Zombies

• Send command via IRC

• Prevention
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Spoofing

• IP Address spoofing

• ARP poisoning

• Web spoofing

• DNS spoofing
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IP Address Spoofing

• Explain

• Hacker enters fake IP in header as source 
IP, hacker may still not get return packet. 
Why?

• Hacker must determine sequence number. 
Why is this difficult?

Spring 2015CSC580 - Frye 18



CSC541 - Frye 19



CSC541 - Frye 20



ARP Spoofing

• IP address associated with more than 1 MAC 
address

• Frequent changes to ARP mappings on hosts and 
devices

• Abnormal amount of ARP requests

• Numerous invalid entries in ARP table
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Web and DNS Spoofing

• Web Spoofing – explain

• Defense?

• DNS Spoofing – explain
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TCP Session Hijacking

• Explain

• Source routing

• ACK Storms

• Wireless networks
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Man-In-The-Middle (MITM) Attack

• Explain

• Numerous methods for each step

• Two types
• Passive

• Active
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Create MITM Attack

• List steps for conducting a MITM attack
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Replay Attacks

• Explain 

• Anti-replay features

• Example – purchase a TV
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Other Attacks

• Unusual protocols and applications

• Invalid or “dark” destination addresses

• Malformed packets

• IP fragmentation overriding

• TCP splicing

• “Phone home” traffic

• SNMP exploit

• imapd attack (UNIX)
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Attack Trees

• Identify possible attack goals

• Identify all attacks against each goal and 
add them to tree

• Research all node values
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