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Network Forensics

® “Unusual” Traffic

® “Normal” Traffic

® Gather network forensic evidence

® Proactive

® Reactive

® Why is discovery and reconnaissance important?
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Types of Attacks

Passwords
~loods
?ing sweeps [/ scans

Port scans

Denial of Service
® Spoofing / Poisoning
® Session hijacking

® Miscellaneous
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®ICMP
*TCP

® Application
® SYN Flood
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Scans

® Purpose?
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ARP Scan

® Used to find local hosts

® Why only local hosts?

® Response to ARP request
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ICMP Ping Scan

® Purpose?
® Protocol used?

® ICMP often blocked, why?
® How would you detect this type of attack?
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£ Ping_Sweep.ids - Hotopad
File Edt Format ‘e Haslp

12/25=08:54:07. 705791 Q:AQ:CRIBT:TEICT =» 0IR0:LAET:3:E9 Type:OxB00 Ten:Oxda ~
208, :L??' 178.141 -» 192.168.100.67 ICMP TTL:3Z2 TOS:0x0 ID:S1ld40 IpLen:20 Dgmien:6d
Ti' Code:0 ID:%12 SeqiT424  ECHD
42 43 44 45 46 47 48 4% 44 48 4C 4D 4E 4F 50 ABCDEFGHI JKLMNOP
FL 52 53 54 5% 56 37 41 42 43 44 4% 46 47 48 49 QRSTUVWABCDEFGHI

L R R R R SR

12/25=08:54:10. 027395 Q:AQ:CO:B7:7BICE => 0090:lACE:0:ED TYPe:OxBOD Ten:Oxda
ZOB.17F7.17B.141 =-» 192.168.100.68 ICMP TTL:3Z2 TOS:0w0 ID:9ld]l IpLem:20 DomLen:cl
Type:8 Code:d ID:512 Seqi?d2F ECHD

42 43 44 45 446 4T 48 4% 44 4B 4C 4D 4E 4F S0 ABCDEFGHI JKLMKNOP

L B2 53 54 5% 59 7 41 42 43 44 4% 46 47 48 49  QRSTUWWABCDEFGHI

R e ot s e e E TS

EesEd A+t L sttt ARt RS Rt A R R Rt Rt s R s b Ed pE b Ed RS B

12/25=-08:54:20, 372628 0:AQ:CRIBF TEICH =» O;R0I1ACIL DGR trpt:i}xﬂﬁﬂ len:Oxda
ZOB.17F.LVE. 141 - 192.168.100.69% ICMP TTL:128 TOS:0x0 ID:914: IpLem:20 Domlem:od
Type!8 Code:d I0D:512 Seqi?d28 ECHD

41 42 43 44 45 46 AT 48 4% 44 4B 4C 4D 4E 4F 50 ABCDEFGHI JELHKOP

L B2 53 54 55 56 7 41 42 43 44 45 46 47 48 49 QRSTUWWABCDEFGHI

EeEtdEtEtEsmstititEatEmsmt it Eitmsnt ittt nrait it EmtmsratbEitatasradbatmtmrmntbmatatmdnt-mt

12/25=08:54:21. 474497 0:AQ:CRIBFITEICT =>» 0M10:B5:50 33142 Hpu‘:i}xﬂﬁﬂ lan:0xda
OB LFF.1VE. 141 -5 208.177.178.140 ICHP TTL:12EB TOS:0xD ID:9l52 IpLen:20 DgmLen:el
i’pe iB Cude ¢ ID:z512 Seqidlid  ECHD

G2 43 64 &5 66 A7 &5 40 &8 &S G0 GE &F 70 ab<defghijk lmnop
FL 7273 74 75 TH 77 61 62 63 64 65 66 67 68 69 grstuvwabodefghd

Figure 9-15 A log file record displaying the signature of an automated ping sweep
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TCP Port Scans

® SYN Scan or TCP Half-Open or "Stealth” Scan
® TCP Full Connect Scan

® FIN Scan

® NULL Scan

® Xmas Scan

® ACK Scan

® UDP Port Scan

® Random back door scans

® Specific Trojan scans
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£ Port_Scan.ids - Notepad
Fie Edt Format Yiew Help

[V H Qﬂ'lh'E? EH EQ Type: DxEDﬂ Ten: oxd s

lEfEE—DQ:ld:DE.?QETQl 1 H ! - H H -
208.177.178.141:3247 =>
whhwEwkow Safd (u21BCDE ACk D Uxl wWin: Ox

TCP options ?4} => MSE: 1450 MOP MOP Sackow

TCPLERM:

P ES B ENESES RS PR RS P ES PN P ES ES PN PSRN ESES ENES B EN P ESE N ES BN BB B BN B R E it

12/726=00:14 :05, 795703 ﬂr.&glgﬂ‘!?;zg;sg ﬁ
FOB.AFT.ATE. 1413247 -»|1 L1

bbb i SE? 0x21BC0EST Ack: O0x0 wWin: Ox
TCP oprions (4) => MSS: 1460 MOP NOP sackok

0:90:1AET:IIED Type:0xB00 Ten:Oxda

20 TCPLEN: 28

e o o o e e e o i e o e e e o e e

12/26-00:14:05. 795703 0:a0:C0:Rl:VE: =x 0:O0:1AET:IED Type:0xB00 len:Oxda
SOB. 177178, 14113247 - %ﬁl&ﬂﬂ&ﬂiﬂﬂw—w
alabeiabalbl S 5!?1 0x21BCDESE AcCk: O0x0 win: Oxs000 TOFLEn: 28
TCP options (4) => MSS: 1460 MOP MOP Sackol

T L e A A A A N L LT L L L L L T A A A R e A X
12/26-00:14 05, 745793 O:ad:C0:pl:TE:C3 > (O:90:18:E7:3: E? Type: 'DxEEl-D Ten:dxda
SUB.17F.178. 14113247 -»[ 19, 168, 100, 74 |
whLWERLEE Sp 0x21BCDESS Ack: OxX0 win: O0<s000 TOPLEM: EE
TCP options ?4} m> MSS: 1460 WNOP MNOP Sackok

migmimimtnfmtwimtwintmwintwimbmimibmtwniminintnintwiniminiminintnimtiwimtwimtmws

12/26=08:14:05, 795793 0 AQ0:CR:BL:7BICT = 0:90: 1h EF:3: EB Typ&: 'IIIxEEI'III Tan: Elxdlﬂ-
20B.A77.178.141:3247 =>
WhlEmRWLEY Sg Ux21BCDEDD Ack: O0x0 win: Ox
TCP oprions ?4:] =» M55: 1460 moP MOP Sackok

o0 TCPLen: 28
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Figure 9-16 A log file record displaying the signatures of a port scan
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L Fin_Scan.ids - Notepad Z|§|':
Fiz Edt Fomst Vew Help

12/28=08:21:30, 52566 0 GFCO812:10:68 == 0:Q0:16233:H5:E6 Type:0xE00 Tan:oxda )
200,101,176, 11 1367 5e. 168, 'Y TCP TTL:1:8 TOS:0x0 10:4 IpLen: 0 DgmLen:a0 SIgnatures
bhkweEEEE Sap: 0] ack : Ox0 win: l:l.t'd-l:l'.".'l TCPLEn: 28

i e s o i o s o e i o i o o o e

12/28-08:21:30. 68860 @ a7 CO Rl 12 08 > 000 e Ll id ikl e QB0 ] e Qi
200,.101,176,11 41367 9. 168, 100, 73 TL:128 TOS 0x0 D58 pLEn: 20 Dgmuen sad

el 5 sef: oxof ack: Ox0 win: ﬂ!4ﬂﬂ TCPLEnN: 28

-+l-q--+l-p--+l+l+-+l-q--+l.-p--+.+l+-+-1--+l+-+-+-+-+l1--+lf--+l+l+-+l-||--+l-p-i+-+l-||--+l-|-
12/28=-08:21:30, 734 1

200,101.176,11 i3 TCP TTL: - E IpLen: CopmLén
eieeiepe Seq: Owo]Ack: Ox0 win: Ox400 TCPLen: 28

-t-i-t-4-4-#-4-#-4-4-#-4-¥-+-t-4-4-#-4-¥-4-#-4-#-4-4-t-#-t-#-#-#-#-t-#-t-#
12/28-08:21:30. gld?' THerH e H =1 B = 0:00:16:0] :G4 -0 H T H T
200.101.176.11 11 = ol 10U, 734 TCP TTL:LZE ToOS:Odxd Il:-' i TpLen:20 DomLen:dd
e FY Seq: Oug A-::k ox0 win: Ox400 TCPLen: 28

Figure 9-19 The signatures of a FIN scan conducted using Nmap
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IP Scans

®|P Services
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nmap Scans

® Circumvent three-way handshake

® Purpose?
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Discover Routers

® Why common?

®ICMP
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Denial of Service Attacks

® Purpose?

® Ping of Death

® Land exploit

® Smurf DOS attack

® RPC Locator DOS attack

CSC541 - Frye
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Distribute DoS Attacks

® Handler machine
® Agents or Zombies

® Send command via IRC

® Prevention

CSC541 - Frye



Spoofing

® [P Address spoofing
® ARP poisoning

® Web spoofing

® DNS spoofing
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IP Address Spoofing

® Explain

® Hacker enters fake IP in header as source

IP, hacker may still not get return packet.
Why?

® Hacker must determine sequence number.
Why is this difficult?
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IP address MAC address
206.23.19.233 | 00-50-F2-7C-69-32
206.23.19.101 | 01-40-A1-36-21-03
206.23.19.32 | 02-59-B2-52-C5-01

L e
L
‘Wﬁf

IP address = 206.23.19.233
MAC address = 00-50-F2-7C-69-32

IP addregs = 20

6.23.19.101
MAC address = 01-40-A1-36-21-03

i
o 3 Fie e
%-:- - )

IP address = 206.23.19.32
MAC address = 02-59-B2-52-C5-01



IP address MAC address

206.23.19.233 | 00-50-F2-7C-69-32

206.23.19.101 | 01-40-A1-36-21-03

206.23.19.32_| 02-50=B3-52<C5-01 |

06-32-A5-A9-34-89-01
MAC address changed

Data redirected to attacker's computer

e

4t T -
g
W =

af

gt
IP address = 206.23.19.49

MAC address = 06-32-A5-A9-34-89-01

Attacker's computer

IP address = 206.23.19.233
MAC address = 00-50-F2-7C-69-32

MAC address = 01-40-A1-36-21-03

IP address = 206.23.19.32
MAC address = 02-59-B2-52-C5-01



ARP Spoofing

® |P address associated with more than 1 MAC
address

® Frequent changes to ARP mappings on hosts and
devices

® Abnormal amount of ARP requests

® Numerous invalid entries in ARP table
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Web and DNS Spoofing

® Web Spoofing — explain

® Defense?

® DNS Spoofing — explain
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TCP Session Hijacking

® Explain
® Source routing

® ACK Storms

® Wireless networks
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Man-In-The-Middle (MITM) Attack

® Explain

® Numerous methods for each step

® Two types

® Passive

® Active
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Create MITM Attack

® List steps for conducting a MITM attack
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Replay Attacks

® Explain
® Anti-replay features

® Example — purchasea TV
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Other Attacks

Unusual protocols and applications
Invalid or "dark” destination addresses

Malformed packets

IP fragmentation overriding
TCP splicing

"Phone home” traffic
SNMP exploit

imapd attack (UNIX)
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Attack Trees

® |[dentify possible attack goals

® |[dentify all attacks against each goal and
add them to tree

® Research all node values
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