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IP Addresses

 32-bits
 (netid, hostid)

 Classful Internet Addresses
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Address Classes
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Classful Address Ranges
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IP Address Conventions

 hostid = 0  network
 hostid = all 1s  directed broadcast

 How can this destination address travel across the 
Internet?

 32 1’s  limited broadcast address 
 No forwarding

 32 0’s  host with no valid IP address
 Loopback address
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Address Notation

 Dotted-decimal notation
10000000 00001010 00000010 00000011
128.10.2.3

 Network-byte order
Big endian
Little endian
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Subnetting

 Break network into subnets
 Borrow bits from hostid part
 Number of subnets = 2n - 2 
n = number bits borrowed

 (netid, subnetid, hostid)
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Example of Subnetting
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Subnet Masks

 Number of bits for network portion
1 for network prefix
0 for host id

 Should be contiguous
 AND IP address and subnet mask
 Dotted-decimal notation
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Fixed-length Subnetting
Bits in subnet Number subnets Number Hosts

0 1 65,534
1 2 16,382
2 6 8,190
3 14 4,094
4 30 2,046

... … …
11 2,046 30
12 4,094 14
13 8,190 6
14 16,382 2
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Variable-Length Subnet Masks (VLSM)

 Subnet portion varies in size
 Flexibility
 Address ambiguity
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VLSM – 30 bits for netid, subnet
Network part Subnet . Host part Host Address

192.168.1.32 001000.00 UNUSABLE - HOST PART IS ALL 0's

192.168.1.33 001001.01

192.168.1.34 001010.10

192.168.1.35 001011.11 UNUSABLE - HOST PART IS ALL 1's

• Is it possible to have a netid, subnet of 31 bits? 
• Why or why not?

• What about 25 bits?
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VLSM Example

 A central office with 50 workstations
 One remote office with 10
 Another remote office with 9 workstations
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An Subnet Problem

 An organization is assigned the network 
number 140.25.0.0/16 and it must create a 
set of subnets that supports up to 60 hosts 
on each subnet.
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CIDR

 Classless addressing or supernetting

 Classless Inter-Domain Routing
 IETF 1993  RFC 1519
Entire technology

 Addresses
 Routing
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CIDR Addresses

 Network part – variable
 32-bit mask
1’s – prefix (network)
0’s – suffix (host)

 CIDR notation or slash notation
a.b.c.d/x
x = number of bits in network portion
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CIDR Address Example

 2048 contiguous address
 Starting at 128.211.168.0

Dotted Decimal 32-bit Binary Equivalent

Lowest   128.211.168.0 10000000 11010011 10101000 00000000

Highest  128.211.175.255 10000000 11010011 10101111 11111111
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Possible CIDR Prefixes
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Reserved CIDR Blocks

Prefix Lowest Address Highest Address

10/8 10.0.0.0 10.255.255.255

172.16/12 172.16.0.0 172.31.255.255

192.168/16 192.168.0.0 192.168.255.255

169.254/16 169.254.0.0 169.254.255.255
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Case Study

 T1 with a /25 allocated to by an ISP
 198.206.191.0/25

 Potential customer that needs 5 usable IP 
addresses allocated to them 

 Options????
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IPv6 Addresses

 Three parts
Global routing prefix
Subnet ID
 Interface ID
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IPv6 Address Examples

 Examples
FE80:0000:0000:0000:0202:B3FF:FE1E:8329

FE80:0:0:0:202:B3FF:FE1E:8329 
FE80::202:B3FF:FE1E:8329 

 Dotted-decimal notation for suffix
 CIDR-like notation  hex format
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Special IPv6 Addresses

 Unspecified address
0:0:0:0:0:0:0:0

 Loopback address
0:0:0:0:0:0:0:1
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Address Structure take 1

P TLA
ID

RES NLA
ID

SLA 
ID

Interface ID

3         13              8            24                16                          64 bits

top level                                    site level                    third level
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Address Structure take 2

Global Routing Prefix Subnet ID Interface ID

N bits 64-N bits 64 bits
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IP to MAC Translation

 Direct encode MAC address
 Neighbor Discovery Protocols
 IPv6 standard specifies encoding method
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MAC Addresses

 Hardware
 Ethernet

 48-bits
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Direct Mapping

 Hardware address  host portion of IP 
address
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Address Resolution Protocol (ARP)

 Maps network-layer addresses to link-layer 
addresses
 Typically IP addresses to MAC addresses

 ARP Module on adapter
 ARP broadcast

 Why broadcast an ARP message; why not just 
broadcast the IP datagram/Ethernet frame???
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ARP Functions

 Two basic functions
Map IP address to physical address
Answer ARP requests

 Delayed or lost requests
 Receive a request
 Receive a reply
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ARP Example

 Machine A broadcasts ARP request with 
machine B’s IP address

 All machines on local network receive 
broadcast

 Machine B replies with its MAC address
 Machine A adds B’s address information 

to its ARP table
 Machine A delivers packet directly to B

31



CSC512 - Dr. Lisa Frye, Kutztown UniversitySpring 2020

ARP Message Format
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ARP message with Ethernet
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ARP encapsulation
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IPv6 Neighbor Discovery
 Neighbor Discovery Protocol (NDP)
 Functions

 Address resolution
 Router Discovery
 Neighbor Unreachability Detection
 Address Prefix Discovery
 Configuration Parameter Discovery
 Stateless Autoconfiguration
 Duplicate Address Detection
 Next-hop Routers
 DNS Server Discovery
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Discussion / Assignment
 Discussion Questions from Text:
Suppose each person on the planet had a 

smart phone, laptop computer, and ten other 
devices that each had an IP address. What 
percentage of IPv6 address space would be 
required?

 In Class: Subnet & CIDR Problems
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