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Wireless Network

m Basic Elements
Wireless hosts
Wireless links
Base station

m Two Types

Infrastructure
Ad hoc
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Link-Layer Differences

m Decreasing single strength
m Interference from other sources
m Multipath propagation

m Code Division Multiple Access (CDMA)
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Propagation Mechanisms
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Wireless LAN

m Basic Service Set (BSS)
m Access Point (AP) - SSID

m Extended Service Set (ESS)
m Wi-Fi Jungle
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QAM

m Quadrature Amplitude Modulation

m Frequency signal modulation on a radio
channel

m X-QAM
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Wireless Standards

m Bluetooth
m InfraRed
m ISM Wireless
26 MHz bandwidth

83.6 MHz bandwidth
125 MHz bandwidth

m 802.11
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IEEE Standard

Year Adopted

Frequency

Max. Data Rate

Max. Range

Wireless
Standards

Spring 2020

802.11a
802.11b
802.11g
802.11n

802.11ac

802.11ac Wave 2

802.11ad

802.11af

802.11ah

802.11ax

802.11az

1999
1999
2003
2009

2014

2015

2016

2014

2016

2019
(expected)

late 2019
(expected)

2021
(expected)

5 GHz
2.4 GHz
2.4 GHz

2.4/5 GHz

5 GHz

5 GHz

60 GHz

2.4/5 GHz

2.4/5 GHz

2.4/5 GHz

60 GHz

60 GHz
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54 Mbps
11 Mbps
54 Mbps
600 Mbps

1 Gbps

3.47 Gbps

7 Gbps

26.7 Mbps —
568.9 Mbps
(depending on
channel)

347 Mbps

10 Gbps

100 Gbps

Device tracking
refresh rate 0.1-
0.5 Hz

400 ft.
450 ft.
450 ft.
825 ft.

1,000 ft.

10 m.

30 ft.

1,000 m.

1,000 m.

1,000 ft.

300-500 m.

Accuracy <1m to
<0.1m
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® New Wi-Fi Standards Wifz) 6)

CERTIFIED
m \Wi-FI Alllance

m Wi-Fi 1: 802.11b (1999)

m Wi-Fi 2: 802.11a (1999)

m Wi-Fi 3: 802.11g (2003)

m Wi-Fi 4: 802.11n (2009)

m Wi-Fi 5: 802.11ac (2014)

m Wi-Fi 6: 802.11ax (late 2019/early 2020)
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160MHz Channel

80 MHz @ @ @

https://www.tp-link.com/us/wifi6/
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1 0 bits/symbol

1.25X

speed improvement

11ax
1024-qAM

8 bits/symbol

11ac
256-QAM

https://www.tp-link.com/us/wifi6/
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OFDMA

m Orthogonal Frequency Division Multiple
Access
Resource Units (RUs)

@® Figure below shows the working scenario of only one antenna.
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MU-MIMO

TRADITIONAL ROUTERS MAX-STREAM ROUTERS
Single-User MIMO Technology Nexd-Gen Mul-Usaer MIMO Technology
TODAY | NEXT-GEN AC
Wi-Fi 10 one device at a time Wi-F1 to mulnple devices at once, at the same speed
L h:m_J - l. l
‘
e U0 OO O0ER
1st 2na 3 m— -
il ™
LJ - Iy
https://www.online-tech-tips.com/computer-tips/what-is-wifi-6-and-is-it-worth-waiting-for/
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Beamforming

Conventional Array Beamforming Array

https://www.everythingrf.com/community/what-is-beamforming
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BSS Coloring

Signals interfered overlapped *— Less signal interference
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Wi-Fi 5 vs. Wi-Fi 6 Summary

Specifications

802.11ac (WiFi-5)

802.11ax (WiFi-6)

Frequency Bands

5 GHz

2.4 GHz, 5 GHz

Channel Bandwidths

20 MHz, 40 MHz, 80+80 MHz,
160 MHz

20 MHz, 40 MHz, 80 MHz,
80+80MHz, 160 MHz

FFT sizes

64, 128, 256, 512

256, 512, 1024, 2048

Subcarrier spacing

312.5 KHz

78.125 KHz

OFDM symbol duration

32us +038/0.4 us CP

12.8us + 0.8/1.6/3 2us CP

Modulation scheme

(highest)

256 QAM

1024 QAM

https://www.rfW|reIess-worId.com/'-l'erminology/difference-between-wiﬂ-G-and-wifiT5.htmI
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802.11 MAC Protocol

m CSMA/CA

m Distributed Inter Frame Space (DIFS)
m Short Inter Frame Spacing (SIFS)
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Collision Avoidance

m [he ability to detect collisions requires the
ability to both send and receive at the
same time and this is costly.

m Even if it provided collision detection, it
could sense that there was not a collision
when indeed there was a collision at the
receiver.

Hidden Terminal Problem
Signal strength fading
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Collision Avoidance

m Duration Field in 802.11 frame
m Network Allocation Vector (NAV)

m Request To Send (RTS)
m Clear To Send (CTS)
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802.11 MAC Protocol Diagram
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Overlap and Association

m Dead zones

m Overlap
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802.11 Frame
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PAN Technologies

m 802.15.1a — Bluetooth
m 802.15.3 — high rate PAN

m 802.15.4 - Zigbee
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Bluetooth Consortium

m Intel

m Microsoft

= IBM

m Toshiba

m Ericson

m Nokia

m Puma Technology

m 1800 members by mid-2000
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Bluetooth

m Created a single synchronization protocol
m Keep data consistent

m Hardware and software based

m No “line of sight”

m Low-power
m Short-range
m Low-rate technology
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Bluetooth Technology

m Uses radio waves in 2.4 GHz band

m Supports multipoint, not just point to point

m Works in a small confined area

m Supports slower speeds

m Chip sets are relatively inexpensive

m Frequency hopping

m Supports Forward Error Correction (FEC) and
Automatic Repeat Request (ARQ)

m Supports authentication and encryption
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Bluetooth Protocol Suite

Audio

vCard/vCal WAE
OBEX WAP AT-Commands TcsBIN| | spp
UDP | TCP

P
|

PPP
|

RFCOMM
|
L2CAP

Host Controller Interface (HCI)

Spring 2020

LMP

Baseband

Bluetooth Radio

https://www.ques10.com/p/2700/bluetooth-protocol-stack-1/
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Bluetooth Networks

m Supports point-to-point and point-to-multi-
point connections

m Piconet

m Scatternet
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Examples of Bluetooth master/slave piconet topologies.

https://learn.sparkfun.com/tutorials/bluetooth-basics/all
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Bluetooth Standards

m Bluetooth 1
1 Mbps

m Bluetooth 2
3 Mbps
Encryption mandatory

m Bluetooth 3 + HS
m Bluetooth 4 (2010)

Low power

m Bluetooth 5 (2017)
Extended range
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Bluetooth Security

m Encrypted communications
m Device-level security

m Service-level security

m Hacking

B
B
B

Spring 2020

uebugging
uejacking
uesnarfing
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