CIS480 – Practical Networking

Semester Project

Each individual will hand in a notebook (either hardcopy or on CD) at the completion of the semester that outlines every task the group accomplished.  The notebook will also list specific steps taken for each task.  The detail should be such that you could easily repeat the completion of each task as though you never did it before.   You can assume basic computer knowledge.  The project should include detailed diagrams of the final network as well as diagrams of intermediate steps (initial network is an example).
At a minimum, the notebook should include the following item:

· Cover Page

· Name

· Group members

· Group’s IP addresses for subnets and subnet masks

· Domain name(s)

· Server IP and hostname

· Client IP and hostname

· LINUX IP and hostname (eth0 and eth1)

· TOC

· Network Diagram

· Nicely drawn

· IP address, subnet mask, FQDN for ALL interfaces

· Indicate in diagram which machine(s) are router and/or firewall

· Lab Section

· All labs included with answers and/or explanations

· Not necessary to include output/files/captures unless you refer to them in your answers and/or explanations

· Correct errors you had on labs

· Configuration Section

· Instructions for all configurations you did

· Initial client and server set-up

· Switch set-up and configuration

· DHCP, DNS, IIS, and FTP set-up and configuration on server

· Dual-homed LINUX host for routing

· Include installation/configuration of SSH and disable of telnet and FTP

· Firewall installation, configuration, etc.

· Troubleshooting Section

· List all steps you would use or did use to troubleshoot a network problem; listed in order of how you would try them
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