CIS480 – Practical Networking

Semester Project

Each group will establish a network using a switch.  Each network will consist of one Windows 2000 server and one Windows 2000 client.   A dual-homed Linux server will be added to the network later.

Each individual will hand in a notebook at the completion of the semester that outlines every task the group accomplished.  The notebook will also list specific steps taken for each task.  The detail should be such that you could easily repeat the completion of each task as though you never did it before.   You can assume basic computer knowledge.  The project should include detailed diagrams of the final network as well as diagrams of intermediate steps (initial network is an example).
Each group will add the following to the Windows 2000 server:

· FTP server

· HTTP server

· DHCP server

· DNS server

Each group will add the following to the Linux server:

· SSH (no telnet allowed)

· A network sniffer

· Firewall iptables

· Software firewall (other than iptables)
· Proxy server

Each group will add the following to the Windows server and client:

· VPN

Include a “Cover” page that will contain the following information

· Name

· Group members

· IP addresses and subnet masks for two subnets

· Domain names

· Server IP and hostname

· Linux IP and hostname (eth0 and eth1)

The following tasks are the minimum that must be included in the project notebook (this list may change at the discretion of the instructor)

· Initial network setup (physical connections, manual IP address on client and server, etc)

· Installation and configuration of DHCP on server

· Installation and configuration of DNS on server

· Installation and configuration of IIS on server

· Installation and configuration of FTP on server

· Installation and configuration of LINUX dual-homed router (include information on setting up NICs and routing table)

· Changing Client to use DHCP and allow DHCP traffic to pass-through LINUX router

· Installation of SSH and disable of telnet and ftp

· Installation and configuration of iptables and associated firewall rules

· Installation and configuration of firestarter and associated firewall rules

· Installation and configuration of squid proxy server and client modifications

· Installation and configuration of Internet Secure Tunneling VPN software (client and server)

· Steps involved in ALL network troubleshooting to find network problems
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