Lab 8 - FTP and Telnet Sessions
Snoop an FTP session
1. On the Linux machine, run the ethereal command with capture filters set to capture traffic between the Linux machine and the client machine.
2. On the client machine, initiate an FTP session to the Linux machine.

3. Login to the Linux machine.

4. Inspect the payload of packets with FTP payload that are sent from the client to the Linux machine.   

5. In ethereal, there is a simple method to view the payload sent in a TCP connection.  Simply select a packet that contains a TCP segment in the main window of ethereal, and then click on ‘Follow TCP Stream’ in the Tools menu of the ethereal window.   This will create a new window that displays only the payload of the selected TCP connection.

6. Save the details of the packets which transmit the login name and password.   As a hint, you can set the display filter in ethereal to show only the desired packet(s).

7. Using the saved output, identify the port numbers of the FTP client and the FTP server.  

8. Identify the login name and password.  

Snoop a scp session
1. Repeat the above experiment using scp instead of ftp.
Snoop a telnet session
1. Repeat the above experiment using telnet instead of ftp.
2. If telnet is not enabled on the Linux machine, then enable it.

3. After you login to the Linux machine in the telnet session, type a few characters.   Observe the number of packets captured by ethereal for each character typed.   Observe that for each key you type, three packets are transmitted.   Explain why this occurs.

Snoop an ssh session
1. Repeat the first experiment using ssh (putty) instead of telnet.  You do not have to type the characters like in the telnet experiment above.
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