Lab 7 - Traffic Monitoring using tcpdump and ethereal
Simple tcpdump exercise

Use tcpdump to observe the network traffic that is generated by issuing ping commands.

1. On the Linux machine, start tcpdump so it monitors all packets from the client by typing tcpdump –n host <client IP address>
2. From the Linux machine, ping the client and then the server.

3. Observe the output of tcpdump.  Save the output to a file.

4. Include the output in your lab report.  Explain the meaning of each field in the captured data.

Running ethereal
1. Start ethereal

2. Start a capture to capture packets on the network interface connected to the client.   

3. Ping the client machine.

4. Stop the packet capture.

5. Save the results of the captured traffic as a plain text file.   This is done by selecting Print in the File menu.   Save the details of the captured traffic, using the “print detail” option in the Print window.

6. Include the output of the file with your lab report.   Describe the differences between the files saved by tcpdump in the previous exercise and by ethereal in this exercise.

7. Start ethereal

8. Start a capture to capture packets on the network interface connected to the client.   

9. Ping the server machine.

10. Stop the packet capture.

11. Save the results of the captured traffic as a plain text file.   This is done by selecting Print in the File menu.   Save the details of the captured traffic, using the “print detail” option in the Print window.

12. Include the output of the file with your lab report.   Describe the differences between the files saved by tcpdump in the previous exercise and by ethereal in this exercise.

Tcpdump traffic capture 2
1. On the Linux machine, start tcpdump to capture all packets using the –n option.

2. On the Linux machine, ping a non-existing IP address.

3. On the Linux machine, ping the broadcast address for your network.

4. Save the outputs of the ping commands and the tcpdump command to a file(s).

5. Include the saved output in your lab report and interpret the results.  What happened when you pinged a non-existing IP address?  What machines responded to the broadcast address?  Why did these machines respond?  What machines, if any, did not respond and why?

Traffic monitoring with ethereal

1. Try to ping the localhost by using the IP address.   Try to ping the client.  Try to ping the server.   If they are not all pingable, troubleshoot.

2. Run the ethereal application.

3. Capture packets from network interface connected to the switch.

4. Connect to a web page on the server that includes at least one image.

5. After the web page has completely loaded, stop capturing packets.

6. Observe the TCP three-way handshake process and the various header fields for IP, TCP, and HTTP.

7. Observe and document the important header fields for Ethernet, IP and TCP for the packets involved in the three-way handshake process.

8. Observe and document the important header fields for HTTP for one GET request and a corresponding response packet.

9. Begin to capture packets from the network interface connected to the client machine.

10. From the client machine, telnet to the Linux machine.

11. After you successfully login and get the command prompt, stop the capture.

12. Observe the login process.   

13. Note the username and password of the telnet session.

14. What do you observe about the username and password?

15. Document your observations.   Is there anything that should be modified/changed on the client or server?

16. Observe and document the important header fields for Ethernet, IP and TCP for the packets involved in the login process.
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