Lab 6 - ARP – Address Resolution Protocol
Simple ARP experiment
1. On the Linux machine, view the ARP cache with the command arp –a and delete all entries with the –d option.

2. Start ethereal on the Linux machine with a capture filter set to the IP address of the client.

3. Issue a ping command from the Linux machine to the client machine.  

4. Observe the ARP packets in the ethereal window.   Explore the MAC addresses in the Ethernet headers of the captured packets.  Specifically look at the destination MAC address of the ARP request packets and the Type field in the Ethernet headers of the ARP packets and ICMP messages.

5. View the ARP cache again with the command arp –a.  Note that ARP cache entries get deleted fairly quickly (about every 2 minutes).

6. Save the results of ethereal to a text file using the print detail option.

7. What is the destination MAC address of an ARP request packet?

8. What are the different values of the Type field in the Ethernet headers that you observed?

9. Use the captured data to discuss the process in which ARP acquires the MAC address for the client machine’s IP address.

Matching IP addresses and MAC addresses
1. Identify the MAC addresses of all interfaces connected to your network.   Create a table of all network interface cards in your network, the corresponding IP address and the corresponding MAC address for each.  

2. You can obtain the MAC address with two different commands.  What are these commands (with proper options)?

3. On the Linux machine, start ethereal with a capture filter set to capture packets that contain the IP address of the network interface on the Linux machine connected to the client.

4. Try to establish a telnet session from the Linux machine to a non-existing IP address.  

5. Observe the time interval and the frequency with which the Linux machine transmits ARP request packets.   Repeat the experiment a number of times to discover the pattern.

6. Save the captured output using print detail option.

7. Using the saved output, describe the time interval between each ARP request issued by the Linux machine.   Describe the method used by ARP to determine the time between retransmissions of an unsuccessful ARP request.   Include relevant data to support your answer.

8. Why are ARP request packets not transmitted (i.e. not encapsulated) like IP packets?  Explain your answer.  
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