Lab 3 - Monitoring DHCP and DNS Traffic
DHCP Traffic
1. Shutdown the client machine

2. Start ethereal on the server
3. Start a capture to capture packets 
4. Boot up the client machine
5. AFTER client machine has a valid IP address, stop the packet capture
6. Save the results of the captured traffic as a plain text file.   This is done by selecting Print in the File menu.   Save the details of the captured traffic, using the “print detail” option in the Print window

7. Identify the packets associated with the client obtaining a DHCP IP address

8. Explain the process of obtaining a DHCP address.  Include the packets sent by the client and server, IP addresses each packet is sent to and response received.  Include a diagram illustrating this exchange.

DNS Traffic
1. Open a web browser on the client

2. Start Ethereal on the client

3. Access a web page on the server that has not been accessed before (create a basic web page with a graphic on the server if necessary).  Be sure to use the server’s hostname and not IP address in the URL.

4. AFTER the web page has loaded in its entirety on the client, stop the packet capture.   

5. Save the results of the captured traffic as a plain text file.   This is done by selecting Print in the File menu.   Save the details of the captured traffic, using the “print detail” option in the Print window

6. Identify the packets associated with the client requesting and receiving the web page.  Include ALL packets associated with this transaction, including any DHCP, DNS or other protocol packets that are part of this transaction.

7. Explain the process of requesting and receiving a web page.  Include the packets sent by the client and server, IP addresses each packet is sent to, the response received and the protocol involved.  Include a diagram illustrating this exchange.

Prof L. Frye
CIS480 – Practical Networking 
1 of 2

