Lab 12 - IPTables
Working with IPTables on LINUX
1. Make sure that you can do FTP and ping from client to server.

2. Make sure that you can do HTTP and FTP from server to client.

3. Add a rule to IPTables on the LINUX machine to prevent FTP traffic from going to the server.   Verify that this rule works correctly.   What is the rule that was added?

4. Sniff for traffic using ethereal or tcpdump to verify that the rule works properly.   Which tool did you use and which interface did you sniff traffic on to verify the rule works?  

5.  Add a rule to IPTables on the LINUX machine to prevent ping traffic from going to the server.   Verify that this rule works correctly.   What is the rule that was added?

6. Sniff for traffic using ethereal or tcpdump to verify that the rule works properly.   Which tool did you use and which interface did you sniff traffic on to verify the rule works?  

7. For steps 4 and 6, explain why you used the interface you did to sniff traffic to verify those rules.

8. Add a rule to IPTables on the LINUX machine to prevent FTP traffic from going to the client.   Verify that this rule works correctly.   What is the rule that was added?

9. Sniff for traffic using ethereal or tcpdump to verify that the rule works properly.   Which tool did you use and which interface did you sniff traffic on to verify the rule works?  

10.  Add a rule to IPTables on the LINUX machine to prevent HTTP traffic from going to the client.   Verify that this rule works correctly.   What is the rule that was added?

11. Sniff for traffic using ethereal or tcpdump to verify that the rule works properly.   Which tool did you use and which interface did you sniff traffic on to verify the rule works?  

12. For steps 9 and 11, explain why you used the interface you did to sniff traffic to verify those rules.

13. Add a rule to IPTables on the LINUX machine to prevent all traffic from going to the server that originates from the client.   Verify that this rule works correctly.   What is the rule that was added?

14. Sniff for traffic using ethereal or tcpdump to verify that the rule works properly.   Which tool did you use and which interface did you sniff traffic on to verify the rule works?  

15. Remove all the rules that you added for this lab.   What command(s) did you use to remove these rules?  Or, what file did you modify and how was it modified to remove these rules?

16. What would you need to do in order to make the rules you added in steps 3, 5, 8, 10, and 13 permanent?
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