Lab 10 - Traffic Monitoring with Filters
Writing filter expressions for tcpdump
1. On the Linux machine, start the tcpdump command with a filter that prints all packets with the client machine as source or destination.   Remember to use the –n option to tcpdump to prevent tcpdump from trying to resolve host names.
2. On the Linux machine, ping the client machine.

3. Observe the output.

4. On the Linux machine, start the tcpdump command with a filter that prints all packets with the client machine as source or destination and also include a filter so only ICMP messages are captured.   Remember to use the –n option to tcpdump to prevent tcpdump from trying to resolve host names.

5. On the Linux machine, ping the client machine.

6. Observe the output.

Using capture filters in ethereal
1. Start ethereal on the Linux machine.

2. In the window “Capture options”, set a filter so that all packets that contain the IP address of the client machine are recorded.   This filter is set in the “Filter” box under “Capture options”.

3. Start the capture.

4. On the Linux machine, ping the client machine.

5. After the ping command pings 5 times, stop the capture in ethereal.

6. Save the results of the capture, summary only (details not necessary).

Selecting capture preferences in ethereal:

1. From the main window, select Capture:Start.

2. This displays the Capture Options window.

3. Select the proper interface.

4. Select ‘Capture packets’ in promiscuous mode.

5. Select ‘Update list of packets in real time’.

6. Select ‘Automatic scrolling in live capture’.

7. Unselect ‘Enable MAC name resolution’.

8. Unselect ‘Enable network name resolution’.

9. Unselect ‘Enable transport name resolution’.

Using display filters in ethereal

1. This exercise is a continuation of the previous exercise.

2. In the main ethereal window on the Linux machine, set the display options:

a. Select ‘Options’ under Display menu

b. Select ‘Automatic scrolling in live capture’.

c. Unselect ‘Enable MAC name resolution’.

d. Unselect ‘Enable network name resolution’.

e. Unselect ‘Enable transport name resolution’.

3. To set the display filter, type the desired display filter in the field next to the ‘Filter’ box, which is located at the bottom of the ethereal main window.  Click the ‘Reset’ button next to the ‘Filter’ box to clear any existing filter.

4. Enter a display filter so that all IP datagrams with destination IP address of the client machine are shown.  Press Enter after typing the filter.

5. Observe the changes in the display panel of ethereal.  Only packets with the client’s IP destination address field are now displayed.

6. Save the displayed data.  Note that the print command saves only packets that are currently being displayed.   If a display filter is used, the saved data is limited to the packets that match the display filter.

7. Repeat the previous exercise with a display filter that lists only IP datagrams with a source IP address of the client machine.  Save the results.

More complex capture and display filters
1. Start ethereal on the Linux machine.   

2. Start to capture traffic on the network interface connected to the client machine.  Do not set any filters.

3. From the client, ping the Linux machine using the command ping –c 5 IPaddress.

4. At the same time, start a telnet session to the Linux machine.  Login and then logout.

5. Stop the capture of ethereal.

6. Apply a set of display filters to the captured traffic and save the output to a text file.  

a. Display packets that contain ICMP messages with the IP address of the Linux machine as either IP destination address or IP source address.  Save the output.

b. Display packets that contain TCP traffic with the IP address of the Linux machine either in the IP destination address or IP source address.   Save the output.

c. Display packets that, in addition to the constraints in the previous filter expression, use the port number 23.   Save the output.

7. Repeat steps 1 through 6 but instead of using telnet, use ssh (putty).   

8. What difference(s) do you notice between using telnet and ssh?
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