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 What is the big problem with the use 
of classes of IP addresses?
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 Classless Inter-Domain Routing 
◦ Supernetting

 Entire technology
◦ IP addresses
◦ Routing
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 Prefix – arbitrary length

 Slash notation
◦ a.b.c.d / x
◦ x – number of leading bits in prefix

 192.168.5.24 / 26
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 2048 contiguous address
 Starting at 128.211.168.0

Dotted Decimal 32-bit Binary Equivalent

Lowest   128.211.168.0 10000000 11010011 10101000 00000000

Highest  128.211.175.255 10000000 11010011 10101111 11111111



 ISP has address block available
◦ 128.211.0.0 / 16

 Two customers
◦ One needs 12 IP addresses
◦ One needs 9 IP addresses

 What two prefixes would be assigned 
to these two customers?

 Binary representation for each prefix?
 Any ambiguity?
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 Classful routing scheme

 Inefficient for classless routing

 Requires new algorithms
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 IP subnet with prefix
◦ 129.17.129.96 / 27

 Range of IP address assigned to this 
subnet?
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 Network Address Translation
 Private or nonroutable addresses
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Block Addresses Description

10.0.0.0 / 8 10.0.0.0 –
10.255.255.255

Class A private block 
or “24-bit block”

172.16.0.0 / 12 127.16.0.0 –
172.31.255.255

16 contiguous Class B 
blocks or “20-bit 
block”

192.168.0.0 / 16 192.168.0.0 –
192.168.255.255

256 contiguous Class 
C blocks or “16-bit 
block”
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 Basic NAT translation table entries
◦ IP address of originating host on internal 

network
◦ IP address of a host on Internet

 Initialization
◦ Manual
◦ Outgoing datagrams ***
◦ Incoming name lookups
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 Previous discussion  many-to-1 
translation
◦ Not enough routable IP addresses 
◦ Restrict incoming traffic

 1-1 translation
◦ Each internal IP address associated with 

unique external (routable) IP address
◦ Why this type???
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 What is the problem with NAT?
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Internal IP External IP

192.168.12.15 64.233.169.103

192.168.65.134 187.67.14.189

Internal IP External IP

192.168.12.15 64.233.169.103

192.168.65.134 187.67.14.189

192.168.82.91 64.233.169.103



 Network Address Port Translation
 Most common
 Additional field in translation table
◦ NAT port
◦ Also contains source & destination port 

numbers
 Why is this necessary?

 Transport-layer
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10.0.0.1

10.0.0.2

10.0.0.3

S: 10.0.0.1, 3345
D: 128.119.40.186, 80

1
10.0.0.4

138.76.29.7

1: host 10.0.0.1 
sends datagram to 
128.119.40.186, 80

NAT translation table
WAN side addr        LAN side addr
138.76.29.7, 5001   10.0.0.1, 3345
……                                         ……

S: 128.119.40.186, 80 
D: 10.0.0.1, 3345 4

S: 138.76.29.7, 5001
D: 128.119.40.186, 802

2: NAT router
changes datagram
source addr from
10.0.0.1, 3345 to
138.76.29.7, 5001,
updates table

S: 128.119.40.186, 80 
D: 138.76.29.7, 5001 3

3: reply arrives
dest. address:
138.76.29.7, 5001

4: NAT router
changes datagram
dest addr from
138.76.29.7, 5001 to 10.0.0.1, 3345 

All material copyright 1996-2012
J.F Kurose and K.W. Ross, All Rights Reserved
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Image from: http://www.tcpipguide.com/free/t_IPNATPortBasedOverloadedOperationNetworkAddressPor-2.htm
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