CSC411: Advanced Networks

Addressing: CIDR and NAT

Note: This class lecture will be recorded!
If you do not consent to this recording, please do not ask questions via your video,
audio or public chat; send your question to the instructor using the private chat.

Dr. Lisa Frye, Instructor
frye@kutztown.edu

Kutztown University
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IP Addresses - Problem

» What is the big problem with the use
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CIDR

» Classless Inter-Domain Routing
> Supernetting
» Entire technology

- |P addresses
- Routing

CSC411 - Frye



CIDR Addresses

» Prefix - arbitrary length

» Slash notation
- a.b.c.d / x
> X - number of leading bits in prefix

» 192.168.5.24 / 26
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CIDR Address Example

» 2048 contiguous address
» Starting at 128.211.168.0

Dotted Decimal 32-bit Binary Equivalent
Lowest 128.211.168.0 10000000 11010011 10101000 00000000
Highest 128.211.175.255 10000000 11010011 10101111 11111111
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CIDR Example #2

» ISP has address block available
- 128.211.0.0 / 16

» TWO customers

- One needs 12 IP addresses
> One needs 9 IP addresses

» What two prefixes would be assigned
to these two customers?

» Binary representation for each prefix?
» Any ambiguity?

\\\\\\
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Possible CIDR Prefixes

CIDR Motation  Dotted Decimal | CIDR Motation  Dotted Decimal
M 128.0.0.0 M7 225 255.128.0
/2 192.0.0.0 M8 222 235.192.0
13 224.0.0.0 M9 25525522410
4 240.0.0.0 20 225 255.240.0
I3 248.0.0.0 21 225 235.248.0
/8 252.0.0.0 f22 2252552520
I'7 254.0.0.0 123 225 25352540
/8 255.0.0.0 124 225 25352550
9 255.128.0.0 123 220 235255128

10 255.192.0.0 26 225 255255182
11 255.224.0.0 27 225 255255224
12 255.240.0.0 28 225 235.255.240
f13 255.248.0.0 29 255 255255248
14 255.252.0.0 130 220 255 255252
f13 255.254.0.0 31 225 253525524
16 255.255.0.0 32 220 255 255255

e
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Classless Routing

» Classful routing scheme
» Inefficient for classless routing

» Requires new algorithms
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CIDR Problem

» IP subnet with prefix
> 129.17.129.96 / 27

» Range of IP address assigned to this
subnet?
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NAT

» Network Address Translation
» Private or nonroutable addresses

10.0.0.0 / 8 10.0.0.0 - Class A private block
10.255.255.255 or “24-bit block”
172.16.0.0 / 12 127.16.0.0 - 16 contiguous Class B
172.31.255.255 blocks or “20-bit
block”
192.168.0.0 / 16 192.168.0.0 - 256 contiguous Class
192.168.255.255 C blocks or “16-bit

block”
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Inside Network Outside Network
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NAT Translation Table

» Basic NAT translation table entries

- |IP address of originating host on internal
network

- |IP address of a host on Internet
» Initialization

- Manual

> Qutgoing datagrams ***

> Incoming name lookups
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Translation Table Example

Direction Field Old Value  New Value
out IP Source 10.0.0.1 128.10.24.6
in IP Destination 128.10.24.6 10.0.0.1
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Multi-address NAT

» Previous discussion 2> many-to-1
translation
- Not enough routable IP addresses
> Restrict incoming traffic

» 1-1 translation

- Each internal IP address associated with
unique external (routable) IP address

- Why this type???
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Problems with NAT

192.168.12.15 64.233.169.103
192.168.65.134 187.67.14.189

» What is the problem with NAT?

Internal IP External IP

192.168.12.15 64.233.169.103
192.168.65.134 187.67.14.189

. 192.168.82.91 64.233.169.103
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NAPT

» Network Address Port Translation
» Most common

» Additional field in translation table
- NAT port

> Also contains source & destination port
numbers

- Why is this necessary?
» Transport-layer
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Index .EPrntﬂtnI_iLnnaI IP Local Pseudo 1P Pseudo Peer IP Peer

_ ._ Port Port Port
1 |TCP  |102.168.2.88 |3645 60.49.63.157 |S5001 84.74.65.220 | 8080
2 |[tcp  |[192.168.2.88 3710 |60.49.63.157 55002 [84.74.65.220  [8080
3 | TCP  |192.168.2.88 3819 |60.49.63.157 55003 £4.74.65.229 B80S0
4 |TCP  |192.168.2.88 4111 60.49.63.157 55006 |84.74.65.229 8080
s ||Tcp 192.168,2.106 | 1472 |60.49.63.157 |55017 |221,130.193.25 8080
6 ||TCP 192.168.2.88 | 1644 |60.49.63.157 |55019 |84.74.65.229 8080
7 ||TCP 192.168.2.88 | 3534 |60.49.63.167 55028 |218.208.229.174 8080
8 E_TCF" 192.168.2.88 | 3672 _ED.49.53.15? 55030 IElEI.EEIEI.EEQ.l?q- 8030
o |[tcP  [192.168.2.98 |[4866 [60.49.63.157/[55036 [84.74.65.229 8080
10 |TCP  [192.168.2.88 1331 |60.49.63.157 55037 54.74.65.220 | 8080
11 ||TCP 192.168.2.88 4893 60.49.63.157 (4893 97.82.155,198 (6881
12 |TCP  |192.168.2.88 4929 60.49.63.157 [4929 |68.148,20.210 (28932
13 |TCP  |192.168.2.105|3102 60.49.63.157 |3102 |208.71.113.218 |80
14 TP [192.168.2.88 |[4398 [60.49.63.157|[4308 [85.50.77.7 114706

1L
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NAT: network address translation

NAT translation table
1: host 10.0.0.1

changes datagram 128 119.40 186. 80
source addr from 13876297, 5001 10001, 3345 . . . J
10.0.0.1, 3345 to e ..
138.76.29.7, 5001, ,
updates table ‘ S:10.0.0.1, 3345 j

D: 128.119.40.186, 80 |

@ S: 138.76.29.7, 5001 j ﬁ e

D: 128.119.40.186, 80 10.0.0.4
, @»‘7 _p 10.0.0.2
f //' %’,d/’
138.76.29.7 S: 128.119.40.186, 80 _@_
/ ,, D:10.0.0.1, 3345
S: 128.119.40.186, 80 _@ / \

E D: 138.76.29.7, 5001 . _p 10.0.0.3

~ ; 4: NAT router e

3: reply arrives changes datagram

138.76.29.7, 5001 138.76.29.7, 5001 to 10.0.0.1, 3345
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Request

cource 10.0.0.207

7000

Destination | 204.51.16.12

1. Client Sends Request

Client
10.0.0.207

4, HAT Router Tranzlates

Destination Address & Port

Translated Response

Source

204.51.16.12

&0

Destination

10.0.0.207

FO00

Local Network
("Inside")

Translated Request

Source

194.54.21.7

7224 -

De=tination

204.51.16.12

&80

2. HAT Router Tranzlates
Source Address & Port

MNAT

Internet

Router

4. 3erver Sends Responszse

Server
204.51.16.12

Response
Source |204.51.16.12| &0
Destination | 194.54 217 | 7224

In=ide Local Address

Inzide Global Address

Cutzide Local Addres=s

Cutzide Global Address

Public Internet
("Outside")

om/free/t IPNATPortBasedOverloadedOperationNetworkAddressPor-2. htm
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