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 Look at 328 and 512 notes for some 
introduction here
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 What are the advantages and 
disadvantages of a hardware firewall?
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 What are the advantages and 
disadvantages of a software firewall?



 Purpose
◦ Restrict people to enter at a carefully controlled 

point
◦ Prevent attackers from getting close to your other 

defenses
◦ Restrict people to leave at a carefully controlled 

point
 Design goals
◦ All traffic from inside to outside and vice versa 

must travel through the firewall
◦ Only authorized traffic can pas through the 

firewall
◦ The firewall must be immune to penetration
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 Service control
 Direction control
 User control
 Behavior control
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 Draft a written security policy
 Design the firewall to implement the 

security policy
 Implement the firewall design by 

installing selected hardware or 
software

 Test the firewall
 Review new threats, requirements for 

additional security, and updates to 
adopted systems and software.  
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 Rule Base
 Forward or Discard

 Advantages
 Disadvantages
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 Allow all, deny specific
 Deny all, allow specific

 Processed in order
 Keep simple and short
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 Based on Security Policy
◦ Firewall Policy

 Simple and short
 Restrict access to internal network
 Control Internet services
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 Perimeter network
 Public access servers
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 What type of servers/services should 
be placed in DMZ?
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 Isolate a distributed network from 
outsiders

 Protect the privacy and integrity of 
messages traversing untrusted
networks

 Handle the whole range of Internet 
protocols currently in use

 Public Internet access is available and 
cost is very important
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 IP encapsulation
 Data payload encryption
◦ Transport
◦ Tunnel

 Encrypted authentication
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 Establishing a VPN Policy for users 
 Packet filtering 
 Test the VPN
 Audit the VPN operation
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