CIS 341 – Fall 2002

Due: Wednesday, September 18, 2002

1. Write a cryptosystem to encrypt and decrypt messages.  The system must use either a substitution or transposition form of encryption.  Be sure to include documentation on your algorithm, including what algorithm you implemented and why.  The algorithm you implement does not have to be one we discuss in class.  In fact, it would be better if it was not one discussed in class.  Run this against two plaintext messages and then reverse the process on the ciphertext messages.  When you hand in the cryptosystem, print a script of the following: 1) the program, 2) plaintext #1, 3) the run of the program encrypting the first plaintext, 4) ciphertext #1, the run of the program decrypting the first ciphertext, 5) repeat these for the second message.

2. Work with a partner for this part of the assignment.  E-mail a ciphertext message to your partner.  They should try to break your encryption algorithm.  They should e-mail a ciphertext to you and you should to try to break their algorithm.  Do not spend more than an hour or two working on this.  Document how you try to break their algorithm and all your success and failure.  Type this documentation up into a word document.  

Points:  50 points 

· 35 points for your cryptosystem

i. 15 points for encryption

ii. 15 points for decryption

iii. 5 points for documentation

· 15 points for your attempt to break and document your partner’s cryptosystem

