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ABSTRACT
For about a century it has been known that all positive integers can be expressed in a factorial base (i.e., the value of the mth digit is multiplied by m!).  Numbers represented thus are called factoradics. Recently, using the fact that factoradics can be transformed into permutations, this knowledge has been applied to encryption.  We describe an algorithm whereby a series of permutations are generated by operations of a set of factoradics, which comprise a meta-key.  As these permutations are applied to the encryption process, the primary (low level) encryption key changes with a long periodicity.
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INTRODUCTION
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A k-factoradic is a k-digit representation of an integer.  Each digit can have a base value,v, where 0 < v < m, and where m is its position from the right.  The actual value of the digit is then multiplied by m!  Thus, if d is the mth digit from the right, its value is d*m!  (Given that the base value of a digit ranges from 0 to k-1, the term “digit” is used rather loosely, since its actual representation comprises several base 10 digits).  
Consider, for example, the 4-factoradic [3 1 1 0].  Its value in base 10 is:

3*3! + 1*2! + 1*1! + 0*0! = 3*6 + 1*2 + 1*1 + 0*1 = 18+2+1+0 = 21.

It turns out, then, that all the integers between 0 and k! can be represented as k-factoradics [1: McCaffrey].  In addition, it is possible to add and subtract factoridics using modulo m arithmetic, where m is the position of the digits being added.
For example, we add [1 2 0 0] = 10 and [2 2 1 0] = 17 as follows (working from right to left):

0+0 mod 1 = 0
0+1 mod 2 = 1
2+2 mod 3 = 1
producing a carry of 1
1+1+2 mod 4 = 0 carry is lost in modulo addition
The result is: [0 1 1 0] = 3 = (10+17) mod 24 = 27 mod 24 = 3
What makes factoradics particularly useful for encryption is that there is a 1-to-1 correspondence between k-factoradics and the set of permutations of k objects.  In particular, if v is the value of a k-factoradic, then the transformation to a permutation produces the vth permutation of k integers, when arranged in lexicographic order.  Thus, [3 1 1 0] = 21 produces the 21st permutation of the integers 0 to 3, which is {3 1 2 0} [1: McCaffrey].
Application to Encryption

One of the simplest forms of encryption is the substitution cipher, where a direct substitution is made for each item in the plain text.  When applied to the alphabet, each letter of the plain text is replaced by another letter of the alphabet.  Thus, the substitution:
ABCDEFGHIJKLMNOPQRSTUVWXYZ
CFILORUXADGJMPSVYBEHKNQTWZ

will render the plain text:

A SHORT MESSAGE
as the cipher text:

C EXSBH MOEECUO
The second line of the substitution is a permutation of the letters A to Z.  Similarly a substitution scheme for any block of r bits can be set up by using a permutation of 2r integers.  First, convert the r bits to base 10, apply the substitution, and then convert the resulting integer back to base 2.  For example, the permutation:
0 1 2 3 4 5 6 7
5 3 7 2 6 4 1 0
can be used to encode the plain bits 010:
0102 = 210 ( 710 = 1112
yielding the result, at the bit level:
010 ( 111

Creating Semi-Dynamic Keys

At this point, though, we only have a k-bit key, which is easily broken.  This can be improved somewhat by using a substitution for a certain number of iterations and then using a different substitution for every k-bit block for a different number of iterations.  Unfortunately this produces a new problem – a periodicity problem.  If, after exhausting our set of keys, we repeat the process, there is a sequence of periods during which we employ the same encryption keys.  This creates a  periodicity to the cipher text which could potentially be recognized and exploited by the cryptanalyst.  The length of this period can be increased by dynamically generating each of the permutations in the following manner.  
     Instead of storing the permutations, we store the associated factoradics, which comprise a meta-key.  Then we generate each new key by a two step process.  Having started with the initial factoradic of the encryption meta-key, we add to it the next factoradic of the key to generate a new factoradic.  The second step is to convert that factoradic to a permutation, yielding the key used to encrypt the next block of text.  Once all the factoradics have been used, we use a shuffling meta-key to rearrange the order of the factoradics in our encryption meta-key.  In addition, a second meta-key is used to shuffle the number of iterations for which each primary key is used.  Thus, with a small set of factoradics and two shuffle keys, we can generate a fairly large set of primary encryption keys.  Since this set is completely determined by the encryption meta-key and the shuffle keys, we do not have a truly dynamically generated set of keys.  That is why we refer to it as creating semi-dynamic keys.
Breaking Up Encryption Blocks
A weakness of this system is that, at the base level, the encryption occurs in blocks whose size is limited by space and time considerations.  We can begin to address this problem by creating two more phases to the encryption cycle.  First, using a smaller set of much longer permutations, we apply a bit level substitution to the cipher text resulting from the first encryption phase.  For example, if in the initial phase the size of the encryption blocks was k bits, we can perform what amounts to a bitwise shuffle of a block of m*k bits.  This constitutes the intermediate encryption phase.  And this is followed up by a second round of block by block encryption.  This third phase is carried out in a manner identical with the first phase, but uses completely different metakey and shuffle key sets.
The Encryption Key Set

The encryption process is governed by a number of keys acting in concert.  The key set is described in detail in Appendix A.  Issues encountered in key generation are also discussed there and an example is presented in detail.
Implementation
The algorithm was implemented as a VB 6.0 program.  The details of the implementation are given in Appendix B.
Space and Time Considerations

A key issue in any cipher system is the amount of storage required for its use and the amount of time it takes to encode a given plain text.  Regarding space, there are two considerations – how much space is taken up by the key set and how much space is required to perform the encryption process, including space taken up by plain and cipher text as the encryption proceeds.  In our preliminary implementation we encoded 8-bit blocks and transposed 256-bit blocks.  The keys were initially stored in .txt files, which required 25,515 bytes of space.  When the proof of concept encryption runs, the intermediate cipher text produced was stored in files.  This, of course, slows down the encryption process.  For more realistic encryption scenarios only the largest block of bits would be stored at run time.  During testing this was 256 bits, but he actual size would be determined by the needs of the application. 
Testing for Periodicity
There are many tools available to the cryptanalyst.  At this stage of our investigations, we have not sought to subject the algorithm to the full array of cryptanalytic attack.  Before embarking on a set of more stringent attacks, we wanted to investigate two things: first, what are the periodicity properties of the algorithm as implemented, and second, what are the more basic statistical properties of the resulting cipher text.
     Regarding periodicity, the algorithm was tested on a plain text with a high degree of repetiveness – specifically 65,536 0-bits.  After encryption the cipher text was scanned for recurrences of sequences of bits.  A sequence of cipher bits was arbitrarily chosen and the remaining cipher text was searched for other occurrences of the exact same sequence.  12-bit sequences tended to have a fairly high frequency of occurrence.  An arbitrary sequence tended to recur about 15-18 times.  On the other hand, 14-bit sequences tended to occur only about 5-7 times.  Many 16-bit sequences were unique within the cipher text, though not all.  All 18- and 20-bit sequences checked were found to occur only once.
Other Tests of Randomness
A larger file (134,217,728 bits) was tested for the occurrence of 3-bit patterns and the distances between occurrences of those patterns.  The number of occurrences of each pattern in the cipher text ranged from 5,589,295 to 5,595,849.  

     The distances of occurrences of 3-bit patterns in the cipher text were also compared to their expected probabilities.  The number of times a pattern was found at a given distance was divided by the total number of occurrences of that pattern to gain a ratio for comparison.  In the vast majority of cases that ratio matched the expected probability to 3 decimal places – and quite often to 4 decimal places.
Conclusion
It has been shown that factoradics can be the basis for a semi-dynamic key encryption process.  The resulting cipher text displays a fair degree of randomness, though further statistical analysis is needed to determine the actual degree of randomness.  Decryption is accomplished by inverting all the steps of the encryption process.
Future Work
Four areas of future work present themselves.  First, the preliminary investigation mentioned above into the repetitiveness of bit patterns in the cipher text need to be followed up with a complete scan of all possible bits of the lengths used above.  Second, the cipher text should be subjected to statistical tests of randomness and also exposed to cryptanalytic attack.  Third, there are a number of ways in which the cipher text can be further distanced from the plain text, such as staggering the block size used in each encryption phase.  These should be investigated.  And fourth, there is high demand for hardware-based encryption.  The memory requirements of this algorithm should be investigated to determine its appropriateness for implementation in hardware.
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APPENDIX A: THE KEY SET
The Key Set:

1st Round Keys:

Primary Key: Used to compute the functions Fpi(Pi) = Ci, where Pi is the ith  k-bit plain text integer and Ci is the ith  k-bit cipher text integer.  If pj is the jump counter, then it is the pjth of the Primary Jump Keys.

Iteration Count Key: Used to determine the number of iterations for which each primary key will be used.

Primary Jump Key: Used to compute the factoradic from which is generated the next function Fp, after the requisite number of iterations have been executed.

IC Shuffle Key: Used to compute the next Iteration Count Key, after the current key has been “used up”.  A key of this type is considered used up when each of its individual values has been used once.

PJ Shuffle Key: Used to compute the next Jump Distance Key, after the current key has been “used up”.

Intermediate Keys:

Transposition Key: Used to transpose m bits of the cipher text, which will then be fed into the secondary level encryption process.  If tj is the jump counter, then it is the tjth of the Transposition Jump Keys.

Transposition Jump Key: Used to compute the factoradic from which is generated the next transposition function after every use.

TJ Shuffle Key: Used to compute the next Transposition Jump Key, after the current key has been “used up”.

2nd Round Keys:

2nd Round Primary, Iteration Count, Primary Jump, IC Shuffle, PJ Shuffle Keys: These take the transposed cipher bits and subject them to a 2nd round of encryption, using the same methods of the first round, but with a different set of keys.

Key Generation

Although the primary keys actually used to encrypt each block of bits are generated during the encryption process, the set of meta-keys must be generated ahead of time.  This set comprises the actual encryption key.
Preliminary Considerations:

There are a number of factors that affect the way in which the meta-key set is generated.  We discuss these here and give reasons for the choices made.
Primary, Transposition & Shuffle Keys
We take note that any of the keys representing 1-1, onto functions can be described by a single integer, r, which determines the permutation governing the function.  For example, the integer 13 applied to a 2-bit key would yield the 13th permutation of the integers {0,1,2,3}, namely [2 0 3 1] which, in turn, would yield this function:

f(0) = 2; f(1) = 0; f(2) = 3; f(3) = 1

This could, however, present problems for larger values of k, since k-bit encryption requires permutations of order 2k, and the number of permutation of order n is n!  Therefore, the number of permutations (the number of possible primary keys) for k-bit encryption is 2k!  Since, 256! ≈ 8.578e+506, we would often need a 507 digit integer to specify the primary key.  And this would also require the ability to compute the factoradic of that integer which, in turn, requires arithmetic operations on an integer of that size.  Another way to specify those keys would be to give either the factoradic or the permutation itself.  Such a key can be generated by using a pseudo-random number generator to generate the terms of the factoradic and then use that to compute the permutation.  Even though the shuffle keys would tend to involve permutations of smaller order, the same method can still be used.

Jump Keys
We could implement this idea by specifying the distance that we are to jump, in terms of position in the lexicographic order of permutations.  Referring to the 2-bit example above, if the primary key is the 13th permutation and our jump distance is 5, then we would “jump” to the 18th permutation for the next set of encryptions.  But for a key space on the order of 10507, we would not want to jump small distances because too many of the permutation values would be identical.

     The solution to this problem is provided by the observation that, just as integers can be added to integers, so also factoradics can be added modulo O!, where O is the order of the factoradic.  The key to the addition process is that whenever the sum of two digits exceeds their “place number” then the value is the sum modulo (place number +1) and a carry is generated.  For example, 

Place #s:
   [7  6  5  4  3  2  1  0 ]


   
   [ 2  1  1  2  3  0  1  0 ]

+ [ 4  4  3  2  2  0  1  0 ]


   
   [ 6  5  5  0  1  1  0  0 ]

That this addition is correct can be easily verified by noting that we have added the 10987th and the 23461st factoradics of order 8 and obtained the 34448th.  As we noted, the addition of the integers themselves is modulo O!  Thus, if we add the 37456th and the 23567th factoradics of order 8, we would obtain the 20703rd factoradic of order 8, as below.  (Notice that in the addition of the 7th place digits the carry is lost).  And 37456 + 23567 modulo 8! = 20703.

Place #s:
   [7  6  5  4  3  2  1  0 ]

 
   [ 7  3  0  0  2  2  0  0 ]

 
+ [ 4  4  4  1  3  2  1  0 ]

 
   [ 4  0  4  2  2  1  1  0 ]

Given this, we find that the jumps can be represented as factoradics.

A Note on Shuffle Keys
Since shuffle keys are in essence permutations, they can also be subjected to jumps, which would, in turn, require a shuffling of the jumps.  This could lead to infinite regress (and an infinite number of keys), if we did not place a limit to the number of levels that we would consider.  For the moment, though, we do not implement this.  Instead, we give the shuffle keys as simple permutations, being careful, however, to specify that the resulting function is identity avoiding (i.e., x, f(x)  x) and to test the cycle length of continued application of that permutation.

An 8-bit Example
Here we show the actual values of a typical meta-key set.
Primary Key: To simplify coding, the primary key will be taken from a factoradic.  This factoradic will be initialized to [ 0 0 . . 0 ], and each value will be computed by adding the current factoradic to the pjth primary jump factoradic.

Iteration Count Key: [233, 73, 139, 97, 109, 29, 151, 131].

Primary Jump Key: Since this is comprised of 8 factoradics of order 256, it is not shown.  [Note: There can be any number of keys; for proof of concept we have chose 8].

IC Shuffle Key: [2  6  1  7  3  0  4  5]

PJ Shuffle Key: [4  6  5  1  7  0  2  3]

Transposition Key: This, like the Primary Key, is computed from the Transposition Jump Key.

Transposition Jump Key: This, like the Primary Jump Key, is comprised of 8 factoradics of order 256, and is not shown.

TJ Shuffle Key: [ 6  2  4  1  0  3  7  5]

2nd Round Primary, Iteration Count, Primary Jump, IC Shuffle, PJ Shuffle Keys: These are similar to the 1st round keys, and are not shown.
APPENDIX B : IMPLEMENTATION

Algorithm Outline:

Encrypt proceeds in three phases.
Phase 1: 

Input: Plain text as bit stream

Output: Encrypted plain text as bit stream

Encrypt 8 bits at a time by converting bits to integer in range 0, . . , 255, then use that as index, along with an offset, into encryption table.  Mathematically, the encryption table is a permutation of the integers 0, . . , 255.  At specified intervals create a new encryption table by generating a new permutation using factoradics.  At longer intervals change the order in which the encryption tables are used.

Phase 2: 

Input: Encrypted bits resulting from Phase One.

Output: Bits from Phase One transposed.
Transpose bits 256 bits at a time using transposition table.  Mathematically, this also is a permutation.  Again, at specified intervals create a new transposition table.  And, after longer intervals, change the order in which the transposition tables are used.

Phase 3: 

Input: Transposed bits from Phase Two.

Output: Encryption applied to transposed bits.

Exactly the same as Phase One, except that a different set of keys is used.

Data Structures:
The primary data structures involve storage, management and generation of primary keys from the meta-keys.  Factoradics are implemented as user-defined data types.
Preliminary Notes
For proof of concept, the algorithm is simplified in several ways.  First, to avoid dealing with leftover input bits, the input size is always a multiple of 256.  Second, the program is run in three phases.  In the first phase, the plain text is read as a bit stream and the first round of encryption occurs.  The result is written to a file.  In the next phase, that file is read and is subject to the transposition phase.  Again, the result is written to a file.  Finally, the transposed 1st round cipher text is read and subjected to a 2nd round of encryption.

Data Structures for Keys
First Round

PrimaryKey :: array :: 0.. 2k - 1
PrimaryKeyFadic :: array :: 0.. 2k – 1 (the factoradic from which PrimaryKey is calculated).
IcountKey :: array :: 0.. size – 1, where size is read from file
ICShuffleKey :: array :: 0.. size – 1, where size is read from file
PrimaryJumpKey :: 2-d array :: 0..size –1 , 0.. 2k – 1, where size is read from file

PJShuffleKey :: array :: 0.. size – 1, where size is read from file
Intermediate Round

TransKey :: array :: 0.. 2k - 1
TransKeyFadic :: array :: 0.. 2k - 1
TransJumpKey :: 2-d array :: 0..size –1 , 0.. 2k – 1, where size is read from file

TJShuffleKey :: array :: 0.. size – 1, where size is read from file
Second Round 
Primary2Key :: array :: 0.. 2k - 1
Primary2KeyFadic :: array :: 0.. 2k - 1
Icount2Key :: array :: 0.. size – 1, where size is read from file
ICShuffle2Key :: array :: 0.. size – 1, where size is read from file
PrimaryJump2Key :: 2-d array :: 0..size –1 , 0.. 2k – 1, where size is read from file

PJShuffle2Key :: array :: 0.. size – 1, where size is read from file
Parameter Settings
To allow the program to be implemented with for-loops, certain parameters are set based upon the keys provided.

First Phase

Offset :: Counter to ensure that a different permutation is used on every k-bit encryption.  It is initialize to 0 and reset whenever a jump to a new key occurs.

NumCounts :: The number of iteration counts.  [Note: This determines the size of IcountKey, and should also match the size of ICShuffleKey.]

NumPJumps :: The number of values in PrimaryJumpKey.  [Note: This determines the size of the first dimension of IcountKey, and should  also match the size of PJShuffleKey.]

NumIters :: The total number of iterations before PrimaryJumpKey and ICountKey are shuffled.  It is the sum of all the values in IcountKey.

Intermediate Phase

NumBits :: The number of bits to be transposed.  [Note: This determines the size of TransKey, and should also match the size of the 2nd dimension of TransJumpKey.]

NumTJumps :: The number of transition key jumps.  [Note: This determines the size of the first dimension of TransJumpKey, and should also match the size of TJShuffleKey.]

Second Phase

Offset2 :: The counter to ensure that a different permutation is used on every k-bit encryption.  It is initialize to 0 and reset whenever a jump to a new key occurs.

NumCounts2 :: The number of iteration counts.  [Note: This determines the size of Icount2Key, and should also match the size of ICShuffle2Key.]

NumPJumps2 :: The number of values in PrimaryJump2Key.  [Note: This determines the size of the first dimension of Icount2Key, and should also match the size of PJShuffle2Key.]

NumIters2 :: The total number of iterations before PrimaryJump2Key and Icount2Key are shuffled.  It is the sum of all the values in Icount2Key.

The Basic Algorithm
Here we give the implementation details of the encryption algorithm.
1st Phase
1. Read keys into data structures: 

      from primaryjumpkey.txt into array PrimaryJumpKey; 

     from pjshufflekey.txt into array PJShuffleKey; 

     from icountkey.txt into array IcountKey; 

     from icshufflekey.txt into array ICShuffleKey; 
2. Initialize the parameters, checking for the indicated matches:

     PrimaryKeyFadic ( [ 0 0 . . 0 ]

     NumCounts ( as per file info

     NumJumps ( as per file info
     TotalCounts ( total of values in IcountKey

     NumBits ( a constant 
(used only during proof of concept)

     NumLoops ( NumBits / TotalCounts

3. Perform first round of encryption

     For loop = 1 to NumLoops

         For count = 1 to NumCounts

           Call CalcNewPrimaryKey (count, PrimaryKey, PrimaryKeyFadic, PrimaryJumpKey)

           Offset ( 0

           For iter = 1 to IcountKey(count)

     
nextBits ( read from file 8 bits


index ( toInt(nextBits)


cipherInt ( PrimaryKey(index + offset)


print toBits(cipherInt,cipher1.txt)

              Offset ( +1

         Next iter

       Next count

       Call ShuffleJumps(PrimaryJumpKey, PJShuffleKey)

       Call ShuffleCounts (Icountkey,ICShufflekey)

     Next loop

Phase One Files
Key Files:

primarykey.txt
primaryjumpkey.txt
pjshufflekey.txt
icountkey.txt
icshufflekey.txt
Text Files:
plaintext.txt
cipher1.txt
2nd Phase
1. Read keys into data structures: 

     from transjumpkey.txt into array TransJumpKey; 

     from tjshufflekey.txt into array TJShuffleKey; 

2. Initialize the parameters, checking for the indicated matches:

     TransKeyFadic ( [ 0 0 . . 0 ]

     NumBitsShuffled ( as per file info (or constant)

     NumBits ( has value from 1st phase

     NumLoops ( has value from 1st phase

     NumTransJumps ( as per file info (or constant)

3. Perform second round of encryption

     For loop = 1 to NumLoops

       For count = 1 to NumTransJumps

         Call CalcNewTransKey (count, TransKeyFadic, TransKey, TransJumpKey)

         readBits(NumBitsShuffled,cipher1.txt)

         Call ShuffleBits(TransKey, NumBitsShuffled)

         print (NumBitsShuffled, cipher2.txt)

       Next count

       Call ShuffleJumps(TransJumpKey, TJShuffleKey)

     Next loop

Phase Two Files 
Key Files:
transkey.txt
transjumpkey.txt
tjshufflekey.txt
Text Files:
cipher1.txt

cipher2.txt
3rd Phase
This is exactly parallel to 1st phase except that input bits are in cipher2.txt (instead of plaintext.txt) and output bits go to cipher3.txt (instead of cipher1.txt).  If we proceed carefully, we can just issue a 2nd call to the Phase #1 code with different parameters and reading the keys from a different set of files.

Phase Three Files 
Key Files:
primary2key.txt
primaryjump2key.txt
PJshuffle2key.txt
icount2key.txt
icshuffle2key.txt
Text Files:
cipher2.txt

cipher3.txt
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