Instructional and Information Technology:

Acceptable Use Policy for the Cheatem School of Law

1. Introduction 

This acceptable use policy governs the use of computers and networks at The Cheatem School of Law. As a user of these resources, you are responsible for reading and understanding this document. This document protects the consumers of computing resources, computing hardware and networks, and system administrators. 

2. Rights and Responsibilities 

Computers and networks can provide access to resources on and off campus, including the ability to communicate with other users worldwide. Such open access is a privilege, much like access to books in the library, and requires that individual users act responsibly. 

Use of general access computers, the computer lab, mainframe computers, and networks maintained by The Cheatem School of Law is a privilege, not a right. All users must respect the rights of other users, respect the integrity of the physical facilities and controls, and respect all pertinent license and contractual agreements. It is the policy of DSL that all members of its community act in accordance with these responsibilities, relevant laws and contractual obligation, and the highest of ethics. Failure to comply with regulations may result in suspension of privilege, or civil or criminal action under disciplinary procedures outlined in the student handbook, state or federal law. 

The Cheatem School of Law recognizes the value and potential of publishing on the Internet, and so allows and encourages students, staff, and faculty to publish electronic information. Content of all electronic pages must follow Law School standards regarding nondiscrimination and may not contain offensive material. This includes links to other pages or computers. In other words, a page with no offensive information may be considered offensive if it contains links to a page with objectionable material. 

Cheatem School of Law resources may not be used to create web pages primarily for personal business or personal gain, except as permitted by other Law School policies. The Law School does allow for personal pages that provide information about an individual that is relevant to that individual’s role at the Law School. 

The following statement must appear on all personal pages linked from a personal page: "The views and opinions expressed in this page are strictly those of the page author. The contents of this page have not been approved by The Cheatem School of Law." 

Users do not own accounts on The Cheatem School of Law computers, but are granted the privilege of exclusive use of their accounts. Use of the network does not alter the ownership of data stored on the network. Users are entitled to privacy regarding their computer communications and stored data. However, system administrators may, in the normal course of their employment, access user files when necessary to protect the integrity of computer systems or the rights of property of the law school or other users. For example, system administrators may examine or make copies of files that are suspected of misuse or that have been corrupted or damaged. 

3. Conduct That Violates This Policy 

· Use of a computer account that belongs to another person or department, except for diagnostic testing by an authorized member of the IT Department. 

· Using the network to gain unauthorized access to any computer system 

· Connecting unauthorized equipment to the network for purposes inconsistent with the academic purposes of the law school 

· Unauthorized attempts to circumvent data protection schemes or uncover security loopholes. This includes creating and/or running programs that are designed to identify security loopholes and /or decrypt intentionally secure data. 

· Knowingly or recklessly performing an act that will interfere with the normal operation of computers, terminals, peripherals, or networks. 

· Knowingly or recklessly running or installing on any computer system or network, or giving to another user a program intended to damage or to place excessive load on a computer system or network. This includes, but is not limited to, programs known as computer viruses, Trojan Horses, and worms. 

· Deliberately wasting/overloading computing resources. 

· Violating terms of applicable software licensing agreements or copyright laws. 

· Using system resources to harass, threaten, defame, defraud, or otherwise harm another. This includes sending repeated, unwanted e-mail or talk requests to another user. 

· Initiating or propagating electronic chain letters. 

· Inappropriate mass mailing such as multiple mailings to newsgroups, mailing lists, or individuals, e.g. "spamming," "flooding," "bombing," or "snerting." 

· Forging communications to make them appear to originate from another person. 

· Attempting to monitor or tamper with another user’s electronic communications, or reading, copying, changing, or deleting another user’s files of software without the express agreement of the other user. 

4. Enforcement 

The Director of the Law School IT. Department is responsible for protecting the system and users from abuses of this policy. Pursuant to this duty, the Director of the IT Department may temporarily revoke or modify use privileges. Temporary suspension decisions are reviewable by the Director’s supervisor(s) and ultimately the Dean and/or the Dean’s designee.

